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(intel. LEGAL DISCLAIMER

This presentation contains the general insights and opinions of its author, Guy Barnhart-
Magen. | am speaking on behalf of myself only, and the views and opinions contained in this
presentation should not be attributed to my employer.

The information in this presentation is provided for informational and educational purposes
only and is not to be relied upon for any other purpose. Use at your own risk! | makes no
representations or warranties regarding the accuracy or completeness of the information in
this presentation. | accept no duty to update this presentation based on more current
information. | disclaim all liability for any damages, direct or indirect, consequential or

otherwise, that may arise, directly or indirectly, from the use or misuse of or reliance on the
content of this presentation.

No computer system can be absolutely secure.

No license (express or implied, by estoppel or otherwise) to any intellectual property rights is
granted by this document.

*Other names and brands may be claimed as the property of others.




Guy Barnhart Magen | .
,@barnhartguy,on Twitter .

Security Researcher, Manager,
Presenter

Interests:

Crypto, Embedded systems,
Artificial Intelligence,
System/Product security
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Feel free to ask
technical
questions
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Clever Hans



lan Goodfellow, Research scientist at §oogle Brain
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Artificial intelligence..* .= %
Machine Learning . : ' f ! .
" Study mamny images labeled_ as flamingo

. Iden’cify the flamingo in the image .

ARTIFICIAL
INTELLIGEN
CE

Deep Learning

" Study many images

MACHINE
LEARNING

* ldentify the flamingo, hedgehog, etc.

Artificial Intelligence

DEEP
LEARNING

* Is she hugging the flamingo, or playing
cricket?

" Is she happy, sad?






Pre- _ _ Optimizatio
processing 5 ‘ = : \ n and
Deploymen

Preparing the data for Training the model Optimizing and deploying
analysis, Finding the right the model
model for the problem

Inference is a different story!
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Any Questions?
Let’s go deeper







Machine Learning

Pre-processing

Retraining

Deployment

Inference

© 2018 Intel Corporatio



Machine Learning

|
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Machine Learning

Backdoor

Pre-processjng
Poisonin

Retraining

Informatio
n Leaks

Expert

Cross
model

‘ Deployraent

Malicious
Retraining

Malicious hference
Data

attack
vectors

IP
Extraction

Model
Modification Output

Rule Engine
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cting backdoors

Reverse engineering, code review are
not applicable to ML

ac

]

.

We.don't have a method for

Validation of ML is an open problem
dete



IP Ex‘tractlon

IP.can be stolen using public APIs

Reverse e€ngineering or device
access not required
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What Microsoft Sees:

Oh #5%®! 2 Out of 18 Million Across Most of the Corporate World Have No Phish Protection.

]
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What Y

Thanks Rewriting "Microsoft Security Team" in HTML eMail:

ll;l_fﬂce : Micro<span style="font-size:0">processors run optimize</span>soft<span

© 2011 style="font-size:0">ware to store your secrets</span>Secur<span style='font-
size:0">ely. It is also good for system integr</span>ity<span style="font-size:0'>,
thanks to our</span>Team

What E Scanners read unstructured text as:

Microprocessors run optimize software to store your secrets Securely. It is also
good for system integrity, thanks to our Team.
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= Static machine learning model trained on millions of samples

Machine Learning score=0.75
Model (malicious, moderate confidence)

« Simple structural changes that don’t change behavior

unpack
‘text’ -> ‘.foo’ (remains valid entry point)
create “.text’ and populate with *.text from calc.exe’

Machine Learning score=0.49
Model (benign, just barely)

https://www.youtube.com/watch?v=FGCle6TO]pc




rifle

newvolver, si

or

Rifle? "~ .-

T




“okay google without the dataset the article is
useless”

“okay google browse to evil dot com”

“okay google browse to evil dot com”

You can fool home automation,
smartphones and other devices
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Adversary . >
L
Clean U.S. Clean+Backdoored =

Training Set U.S. Training Set__, . »

Train

Transfer
Learning

Clean+Backdoored
Swedish Test Set

https://machine-learning-and-security.github.io/papers/mlsecl7 paper 51.pdf
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Ihformation Disclosure by

Model
extraction

Target Softmax  MLP

Figure 1i: Reconstruction of the individual on the
left by Softmax, MLP, and DAE,

Class, accurary

[Tromer, Zhang, Juels, Reiter, R. 2016]
inversion [Fredrikson, Jha, R. 2015]
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Risk: 7.4%
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Risk: 96.29%






Al Security: Unigue Gaps oo}

IP protections are early stage (at
best)



Al Security: Unique Gaps L
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Al Validation is a major issue

Pretty clear if the Al does what it claims,
does it do more?

Will it fail unexpectedly?



Al Security: Unique Gaps =

T
et

You shouldn’t trust the
data, even if collected
securely, the data might be



':"-ji"‘:f;You may end W|th a dlffe rent
cvetem than what vou started W|th



Al Security: Unigue Gaps =

Humans in the loop pose a security
risk, we don’t have sufficient
controls during Machine Learning
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Reach out to us to discuss these issues after this talk
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