
אינטל: על יזמות, טכנולוגיה ומה שבינהם, או איך 
? הגעתי לכאן בכלל
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LEGAL NOTICES AND 
DISCLAIMERS

This presentatin cintains the general insights and ipiniins if its authir, Guy Barnhart-Magen.  I am speaking in 
behalf if myself inly, and the views and ipiniins cintained in this presentatin shiuld nit be atributed ti my 
empliyer.
The infirmatin in this presentatin is privided fir infirmatinal and educatinal purpises inly and is nit ti be 
relied upin fir any ither purpise.  Use at yiur iwn risk! I makes ni representatins ir warrantes regarding the 
accuracy ir cimpleteness if the infirmatin in this presentatin.  I accept ni duty ti update this presentatin based 
in mire current infirmatin.  I disclaim all liability fir any damages, direct ir indirect, cinsequental ir itherwise, 
that may arise, directly ir indirectly, frim the use ir misuse if ir reliance in the cintent if this presentatin.
Ni cimputer system can be absilutely secure. 
Ni license (express ir implied, by estippel ir itherwise) ti any intellectual priperty rights is granted by this 
dicument.
*Other names and brands may be claimed as the priperty if ithers. 
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WHO AM I?
• Guy Barnhart-Magen
• Security Researcher, 

Manager, Presenter
• Worked in:

• 3 Startups, 3 Corporates

• iSTARE team
• Intel Security Threat Analysis and 

Reverse Engineering

• “We break what we make”
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a bit narcisst, isn’t it?
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My Journey
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• https://upload.wikimedia.org/wikipedia/commons/thumb/6/69/IBM_PC_AT.jpg/1200px-IBM_PC_AT.jpg
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http://i.imgupr.:om/j3AnGJ..3tpg
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• https://i.imgur.com/XI9wDA9.png
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...דברים שרואים מכאן
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TRADEOFFS

• Limited resources

• Always almost out of 
runway

• Pressure to deliver

• Next paycheck?

• Excitement!

• Control and infuence

• Lot’s of resources

• Paycheck guaranteed

• Time for side projects

• More rules

• Limited control and 
infuence
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THE GOLDEN CAGE

• Payment is good

• Usually does good for 
your CV

• Benefts

• Less pressure

• Takes courage to leap!

17
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WHAT SUITS YOU BETTER?

• Do you have a family to care for?

• Do you mind taking risks (don’t have to like it)?

• Do you want more experience or more excitement?

• Are you OK with failing?
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• https://pbs.twimg.com/media/DVgh2GJW0AA-lKs.jpg
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Click icin ti add picture
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WHAT IS A RED TEAM?

Artifcial 
Intelligence
Blockchain
Automotive & 5G
Trusted Execution
SW/FW Reverse 
Engineering

• https://media.giphy.com/media/9WC8WTZsFxkRi/giphy.gif
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• http://www.awardsdaily.com/tv/wp-content/uploads/2016/05/mr.-robot-key-art.jpg
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HACKERS?

1. Think outside the box

2. Exploit unexpected behavior

3. …

4. Proft!

5. Greater value to our customers
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EXAMPLE?
• https://2.bp.blogspot.com/-grZ1iqqZyrk/VysQmdK0aPI/AAAAAAAAn9U/HYFNfNPcSvEbQu-7Wdt5zbzKNyFbnsBeACLcB/s1600/email-password-

hack.jpg
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WHAT IS SQL INJECTION?

• How do I lookup a user in the database?

• The user supplies the input “userName”

• What can I do with that assumption?
• Think outside the box, don’t do the expected…

userQuery= "SELECT * FROM users WHERE 
name = '" + userName + "';" 
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• https://imgs.xkcd.com/comics/exploits_of_a_mom.png
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ARTIFICIAL INTELLIGENCE
• http://lowres.jantoo.com/it-computers-computer_engineer-computer_crash-software_engineer-intelligent-computer_user-68130435_low.jpg
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CLEVER HANS
• https://upload.wikimedia.org/wikipedia/commons/e/e3/CleverHans.jpg
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“INTELLIGENT” SYSTEM
Building machines and 
algorithms which are 
capable of accomplishing 
computational tasks that 
would require human like 
cognitive abilities

Most AI were designed 
to solve a specifc 
problem.

• https://thumbs.gfycat.com/OpulentEvenBaleenwhale-max-
1mb.gif
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MACHINE LEARNING TYPES

• https://8.smash.com/u/2016/03/The-Matrix.gif
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MACHINE LEARNING TYPES

• https://8.smash.com/u/2016/03/The-Matrix.gif

Supervised Learning 

Input and Output is 
specifed for training

Unsupervised Learning

Only input is given to 
recognize patterns

Reinforcement learning

Real world feed back is 
provided to system on the 
go

CAT DOG

Feedback Generator
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“We have reached the point where 
machine learning works, but may 
easily be broken” 

Nicolas Papernot, Google PhD Fellow in Security 

Ian Goodfellow, Research scientist at Google Brain

http://www.cleverhans.io/security/privacy/ml/2016/12/15/breaking-things-is-easy.html

https://pbs.twimg.com/profle_images/799327801388077057/HcDnA1H7_400x400.jpg



38



39



40



41
• Accessorize to a Crime: Real and Stealthy Attacks on State-of-the-Art Face Recognition

https://www.ece.cmu.edu/~lbauer/papers/2016/ccs2016-face-recognition.pdf
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• Accessorize to a Crime: Real and Stealthy Attacks on State-of-the-Art Fac

e Recognition

https://www.ece.cmu.edu/~lbauer/papers/2016/ccs2016-face-recognition.pdf
https://www.ece.cmu.edu/~lbauer/papers/2016/ccs2016-face-recognition.pdf
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• https://hips.hearstapps.com/pop.h-cdn.co/assets/17/44/640x320/landscape-1509563620-turtle.gif?resize=640:*

Turtle or a Rife?
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44• htps://cdns.kinguin.net/media/categiry/e/n/enemy_pritiss_encampment_in_kaldir-1024.jpg

•AI is not secure yet – plenty of holes to 
poke at

•This is not as complex as you might think

•Most of what you know already in app 
sec applies here

•Don’t buy into the hype, AI is stll simple 
enough to take it on
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MULTI-DISCIPLINARY TEAM

Data Scientsts

Security Researchers

Sifware Engineers

Silutin Architects

SW Reverse Engineers

HW Reverse Engineers
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Data 
Piisining

Maliciius 
Data

Backdiir

Midel 
Midifcatin

IP Extractin

Criss midel 
atack vectirsMaliciius 

Retraining

Infirmatin 
Leaks

Riuge Expert

Offensive AI
Methids if atacking AI E2E and 

prividing mitgatins



47
47

Any Questions?

• htps://media.giphy.cim/media/ejwFX11DPsfqec/giphy.gif

@barnhartguy


