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LEGAL NOTICES AND
DISCLAIMERS

This presentation contains the general insights and opinions of its author, Guy Barnhart-Magen. | am speaking on
behalf of myself only, and the views and opinions contained in this presentation should not be attributed to my
employer.

The information in this presentation is provided for informational and educational purposes only and is not to be
relied upon for any other purpose. Use at your own risk! | makes no representations or warranties regarding the
accuracy or completeness of the information in this presentation. | accept no duty to update this presentation based
on more current information. | disclaim all liability for any damages, direct or indirect, consequential or otherwise,
that may arise, directly or indirectly, from the use or misuse of or reliance on the content of this presentation.

No computer system can be absolutely secure.

No license (express or implied, by estoppel or otherwise) to any intellectual property rights is granted by this
document.

*Other names and brands may be claimed as the property of others.




WHO AM 1|1?

* Guy Barnhart-Magen

* Security Researcher,
Manager, Presenter
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« Worked in: ¥
e 3 Startups, 3 Corporates .
* ISTARE team (inte) -

* Intel Security Threat Analysis and
Reverse Engineering

 “We break what we make”
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TRADEOFFS

 Limited resources  Lot’'s of resources
* Always almost out of * Paycheck guaranteed
runway

* Time for side projects
* Pressure to deliver

. ?
Next paycheck: - More rules

 Limited control and
« Excitement! Influence

* Control and influence



THE GOLDEN CAGE

* Payment is good

* Usually does good for
your CV

 Benefits

* Less pressure

* Takes courage to leap!




WHAT SUITS YOU BETTER?

* Do you have a family to care for?

* Do you mind taking risks (don’t have to like it)?

* Do you want more experience or more excitement?

* Are you OK with failing?






This is what The Imposter Syndrome sounds like

“Sometimes | find I’'m beating myself up because | “I've doubted myself in every career move I've made. In
feel like | just can’t do enough. There’s just so much leadership, you're expected to have all the answers, most times
that needs to be done.” I’'m guessing and hoping for the best.”
- Sarah, CEO - Todd, VP of Customer Success
“I feel like a fraud every day. It’s a constant struggle but | “With every new challenge, | doubt my ability to act
have to remind myself that sometimes you have to be the and make the right call because | know | don't really
best person to do something, even if you think you don’t have the information, yet | don't have time to waste
think you're supposed to be that person.” getting that information before making the call.”

- Randal, CPO - Nate, CTO
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www.bsidestlv.com

BSidesTLV takes place during Tel Aviv Cyber Week, June 17-21, 2018

ttps://pbs.twimg.com/media/DVgh2GJWOAA-IKs.jpg




Home Meet The People Scheduling Help Join Us The Code Other Resources

Let's get to 51% )

Entrepreneurs Investors & Industry Leaders — wongforapofessonalacucer

] g 0 Meet top service providers & experts!
Meet leading entrepreneurs top investors & industry leaders

s

Boaz Katz Yonatan Zur Yaniv Golan Rona Segev
Co-Founder & Chief Product CEO & Co Founder General Partner Partner
Strategy at Bizzabo Regulus Cyber lool ventures TLV Partners
Tel Aviv Tel Aviv & Haifa Tel Aviv Tel Aviv

Eran Ben Shushan Asaf Horesh Gigi Levy-Weiss Inbal Orpaz
CEO and Co-founder at Partner at Vintage Founding Partner High Tech Correspondent
Bizzabo Investment Partners NFX The Marker
NYC Tel Aviv & Herzelia Herzelia Tel Aviv
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WHAT IS A RED TEAM?
Artificial U
Intelligence
Blockchain
Automotive & 5G

Trusted Execution

SW/FW Reverse
Engineering

* https://media.giphy.com/media/9WC8WTZsFxkRi/giphy.gif



MR. ROSOT

http://www.a.'wfz'a rdsdaily.com/tv/wp-content/uploads/2016/05/mr.-robot-key-art.jpg
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HACKERS?

. Think outside the box

. Exploit unexpected behavior

. Greater value to our customers
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EXAMPLE?
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WHAT IS SQL INJECTION?

 How do | lookup a user in the database?

userQuery= "SELECT * FROM users WHERE
name = '" 4+ userName + "';"

* The user supplies the input “userName”

* What can | do with that assumption?
* Think outside the box, don’t do the expected...
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HI, THIS 1S

YOUR SON'S SCHOOL.

WE'RE HAVING SOME
COMPUTER TROUBLE.

\%W

OH, DEAR — DID HE
BREAK SOMETHING?

IN ﬁwn*r /

R

DID YOU REALLY
NAME YOUR SON
Robert’); DROP
TABLE Students;-~ 7

— OH. YES. LITTLE
ROBBY TABRLES,
WE CALL HIM.

WELL, WE'VE LOST THIS

YEARS STUDENT RECORDS.
T HOFPE YOURE HAPPY.

{

AND I HOPE
~~ YOUVE LEARNED
TO SANMIZE YOUR
DATABASE INPUTS.
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NATURAL STUPIPITY H:'_"‘*%\A;A M

IS NO MATCH FOR i_h":*
ARTIFICIAL INTELLIGENCE.  SVOegi

Search.6813043%

ARTIFICIAL INTELLIGENCE



CLEVER HANS




“INTELLIGENT” SYSTEM

Building machines and
algorithms which are
capable of accomplishing
computational tasks that
would require human like
cognitive abilities

Most Al were designed
to solve a specific
problem.




MACHINE LEARNING TYPES

_‘_ +  httpSill8.smash.com/u/2016/03/The-Matrix.gif
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MACHINE LEARNING TYPES

Supervised Learning

Input and Output is
specified for training

Unsupervised Learning

CAT DOG

Only input is given to
recognize patterns

Reinforcement learning

Real world feed back is
provided to system on the

go

Feedback Generator



“We have reached the point where
machine learning works, but may
easily be broken”

Nicolas Papernot, Google PhD Fellow in Security

lan Goodfellow, Research scientist at Googés

http://www.cleverhans.io/security/privacy/ml/2016/12/15/breaking-things-is-easy.html
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Figure 5: The eyeglass frames used by S¢ for dodging recog-
nition against DNNg.

(intel. 41


https://www.ece.cmu.edu/~lbauer/papers/2016/ccs2016-face-recognition.pdf
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https://www.ece.cmu.edu/~lbauer/papers/2016/ccs2016-face-recognition.pdf
https://www.ece.cmu.edu/~lbauer/papers/2016/ccs2016-face-recognition.pdf
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MULTI-DISCIPLINARY TEAM

Data Scientists

Solution Architects

Security Researchers .
HW Reverse Engineers

SW Reverse Engineers

Software Engineers




Offensive Al

Machine Learning Methods of attacking Al E2E and
providing mitigations
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