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JARVIS NEVER SAW IT COMING 

Hacking machine learning (ML) in speech, text and face 

recognition ïand frankly, everywhere else
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LEGAL NOTICES AND DISCLAIMERS

This presentation contains the general insights and opinions of its authors, Guy Barnhart-Magen and Ezra 

Caltum. We are speaking on behalf of ourselves only, and the views and opinions contained in this 

presentation should not be attributed to our employer.

The information in this presentation is provided for informational and educational purposes only and is not 

to be relied upon for any other purpose.  Use at your own risk! We makes no representations or warranties 

regarding the accuracy or completeness of the information in this presentation.  We accept no duty to 

update this presentation based on more current information.  We disclaim all liability for any damages, 

direct or indirect, consequential or otherwise, that may arise, directly or indirectly, from the use or misuse 

of or reliance on the content of this presentation.

No computer system can be absolutely secure. 

No license (express or implied, by estoppel or otherwise) to any intellectual property rights is granted by 

this document.

*Other names and brands may be claimed as the property of others. 
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PROPER USE DISCLAIMER

No Horses, Flamingos, Hedgehogs, Turtles or sentient* AI 

models were harmed during the making of this presentation

* We hope
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$ ID

Guy Barnhart -Magen

@barnhartguy

BSidesTLV Co-founder and 

CTF Lead

Ezra Caltum

@acaltum

BSidesTLV Co-Founder

DC9723 Lead
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BUILDING ON THE SHOULDERS OF GIANTS

https://www.deviantart.com/callyste/art/Rocket-Raccoon-and-Groot-485953724
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HOW DID WE GET HERE?

Awesome Conversations Č Ideas
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WHAT CAN YOU EXPECT?

What are we going to talk about



@barnhartguy @acaltum

WHAT CAN YOU EXPECT?

What are we going to talk about

What you should be paying attention to
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WHAT CAN YOU EXPECT?

What are we going to talk about

What you should be paying attention to

What we are not going to talk about
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CLEVER HANS

https://github.com/tensorflow/cleverhans

https://upload.wikimedia.org/wikipedia/commons/e/e3/CleverHans.jpg
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http://www.cleverhans.io/security/privacy/ml/2016/12/15/breaking-things-is-easy.html

https://pbs.twimg.com/profile_images/799327801388077057/HcDnA1H7_400x400.jpg

ñWe have reached the point where 

machine learning works, but may easily 

be broken ò 

Nicolas Papernot, Google PhD Fellow in Security 

Ian Goodfellow, Research scientist at Google Brain
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SOME BACKGROUND
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ARTIFICIAL INTELLIGENCE?

Machine Learning

Study many images labeled as flamingo

Identify the flamingo in the image

https://upload.wikimedia.org/wikipedia/commons/b/ba/Alice_par_John_Tenniel_30.png


