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Legal Notices and disclaimers

This presentation contains the general insights and opinions of Intel Corporation (“Intel”). The information in this 
presentation is provided for information only and is not to be relied upon for any other purpose than educational. Use 
at your own risk! Intel makes no representations or warranties regarding the accuracy or completeness of the 
information in this presentation. Intel accepts no duty to update this presentation based on more current information. 
Intel is not liable for any damages, direct or indirect, consequential or otherwise, that may arise, directly or indirectly, 
from the use or misuse of the information in this presentation.
Intel technologies’ features and benefits depend on system configuration and may require enabled hardware, 
software or service activation. Learn more at intel.com, or from the OEM or retailer.
No computer system can be absolutely secure. 
No license (express or implied, by estoppel or otherwise) to any intellectual property rights is granted by this 
document.
Intel, Intel Inside, the Intel Core, and the Intel logo are trademarks of Intel Corporation in the United States and other 
countries. 
*Other names and brands may be claimed as the property of others. 
© 2017 Intel Corporation. 
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WHO AM I?

• Guy Barnhart-Magen

• Security Researcher, 
Manager, Presenter

• Worked in:
• 3 Startups, 3 Corporates

• iSTARE team
• Intel Security Threat Analysis and 

Reverse Engineering

• “We break what we make”
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SOME OLD 
CONCEPTS…

http://www.livestory.com.ua/images/1383361-metropolis_01_hirez.jpg
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A DIFFERENT WAY TO COMMUNICATE

• Text based

• Chat channels

• Private channels

• Share files, images ?
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TTY = Teletype Emulation

http://www.livestory.com.ua/images/1383361-metropolis_01_hirez.jpg
https://pbs.twimg.com/media/DAmhhBQXoAAxqPA.jpg

http://cityedwire.org/wp-content/uploads/2016/11/on-the-wire.jpg
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PRINTERS, 
TERMINALS AND 
SCREENS, OH MY!

http://hackadaycom.files.wordpress.com/2014/02/adm3a.jpg
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MODEMS –
THE WORLD 
OF LOW 
BANDWIDTH

http://www.hiwtc.com/photo/products/6/04/22/42260.jpg
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CURRENT
SPIKE 
DETECTION

https://lh3.googleusercontent.com/6AMF9ULHc-
9y7y_H0E8UVDRWtEbWeeq3dp3nSAzqhfUGv4UMQbj5DSGwwtXwczA8Qg6AeQ=s91
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WEAVING
FERRITE
CORES

http://obrazki.elektroda.pl/6644268000_1382911653.jpg
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CORE 
MEMORY

https://i.ytimg.com/vi/3rfCDM5olfg/maxresdefault.jpg
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NON 2X 
ARCHITECTURE 
(36 BITS?)

http://bitsavers.trailing-edge.com/pdf/dec/pdp10/KA10/PDP10_Brochure_Cover.jpg
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SERIAL 
PROTOCOLS

http://www.d-netcable.com/image/data/product/cable/SCNM9FF_1600x1600.jpg
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SCREENS? WHERE WE’RE GOING 
WE DON’T NEED ANY SCREENS

https://i.ytimg.com/vi/DtytP-dA_OM/maxresdefault.jpg
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PRE INTERNET: 
BBS, USENET, IRC

http://i.imgur.com/Yj3AnGJ.jpg
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PRE INTERNET: 
BBS, USENET, IRC

https://lh3.googleusercontent.com/USnwb3zBNQg7etw7YgUeKM0EuUUxioloe-
JtLy9k7gUu59JCxX1QWenjojZx0PHCq0zV3dg=s85
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"YOU ARE IN A MAZE OF TWISTY 
LITTLE PASSAGES, ALL ALIKE“

http://store-images.microsoft.com/image/apps.5188.9007199266436504.cf206bd4-5700-4ba1-ae1d-
10a9afa11537.89bc9ce6-f4f6-427f-a859-c72dc7c9cc1a?w=1399&h=787&q=60
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http://www.myabandonware.com/media/screenshots/z/zork-the-undiscovered-underground-4l7/zork-the-undiscovered-

underground_2.png
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ASCII

http://images.slideplayer.com/25/7688939/slides/slide_4.jpg
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THAT WAS THE PAST, 
WHAT ABOUT NOW?

https://i.ytimg.com/vi/BMkoTKnRnJM/maxresdefault.jpg
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LOW BANDWIDTH, 
EMBEDDED SYSTEMS

http://telematicswire.net/wp-content/uploads/2016/11/ECU_telematicsWire.jpg
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SERIAL, 
BANDWIDTH, 
AND POWER 
ISSUES

http://www.framboise314.fr/wp-content/uploads/2016/06/PLC-ARDUINO-M-DUINO-58-DIG-1.png
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LOW LEVEL IS KEY 
FOR ANALYSIS

http://www.noxa.org/blog/wp-content/uploads/2011/08/Shot3.png
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Example coming up in the next slide!

SMALL DATA • MANY DEVICES
= BIG DATA

http://printf.eu/wp-content/uploads/2015/12/big-data.jpg
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EVERY BYTE 
COUNTS

http://hackadaycom.files.wordpress.com/2014/02/adm3a.jpg
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WHAT MAKES HACKERS, 
HACKERS?

http://www.allfons.ru/pic/201503/1920x1080/allfons.ru-37996.jpg
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RESPECT LEARN
FROM YOUR ELDERS,
THEY KNOW S@!T

http://3.bp.blogspot.com/-RaQd_ZWduzU/TrV78AF8ChI/AAAAAAAAIOU/0VyWIaD_ZQU/s1600/Statler+and+Waldorf.jpg
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RESPECT LEARN 
FROM YOUR ELDERS,
THEY KNOW S@!T

http://3.bp.blogspot.com/-RaQd_ZWduzU/TrV78AF8ChI/AAAAAAAAIOU/0VyWIaD_ZQU/s1600/Statler+and+Waldorf.jpg
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WE ARE NOT 
ALONE

https://upload.wikimedia.org/wikipedia/commons/4/41/Solder_workshop_at_FIXME_Hackerspace%2C_Renens%2C_Lausa
nne_%282015-05-23_06.25.46_by_Mitch_Altman%29.jpg



Questions?  @barnhartguy, barnhart.guy [at] gmail.com, http://productsecurity.info
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CHECK THESE OUT

• http://www.catb.org/esr/faqs/things-
every-hacker-once-knew/

• The Cuckoo’s egg, Clifford Stoll, 1989
• Highly recommended!

• “Things Every Hacker Once Knew”
• Eric S. Raymond

• http://www.catb.org/esr/faqs/things-every-hacker-
once-knew/

https://kbimages1-a.akamaihd.net/3741ee80-ba07-43fe-98a3-89000670bd0f/1200/1200/False/cuckoo-s-egg.jpg



Questions?  @barnhartguy, barnhart.guy [at] gmail.com, http://productsecurity.info
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SELF PROMOTION SLIDE

• We are hiring!
• Haifa

• If you like reverse engineering,

• Like poking around embedded
systems, CPUs, Drones, Automotive 
Computers,

• Talk to me!



Questions?  @barnhartguy, barnhart.guy [at] gmail.com, http://productsecurity.info
32

ONE LAST THING



Questions?  @barnhartguy, barnhart.guy [at] gmail.com, http://productsecurity.info
33

YOU ARE NOT ALONE



Questions?  @barnhartguy, barnhart.guy [at] gmail.com, http://productsecurity.info
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CREDITS!

Winners to be announced later today

Thank you for all your feedback! (really)

The website is written in Python 3.6, Flask and Dockerized
on EC2
Originally developed at Cisco (2012) by Jon, Michal, Harel, Ofer, Orit and Myself


