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WHO AM |1?

Guy Barnhart-Magen

Security Researcher,
Manager, Presenter

Worked 1n:
- 3 Startups, 3 Corporates

iSTARE team (inteD)

- Intel Security Threat Analysis and
Reverse Engineering

“We break what we make”
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A DIFFERENT WAY TO COMMUNICATE

 Text based
« (Chat channels
 Private channels

- Share files, images




TTY = Teletype Emulation
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i SCREENS? WHERE WE'RE GOING
WE DON'T NEED ANY SCREENS
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PRE INTERNET:
BBS, USENET, IR
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You are in a splendid chamber thirty feet high. The walls are frozen rivers

of orange stone. An awkward canyon and a good passage exit from east and

west sides of the chamber.

W

At your feet is a small pit breathing traces of white mist. An east passage
ends here except for a small crack leading on,

Rough stone steps lead down the pit.

>d

You are at one end of a vast hall stretching forward out of sight to the

west. There are openings to either side. Nearby, a wide stone staircase

leads downward. The hall is filled with wisps of white mist swaying to and

fro almost as if alive. A cold wind blows up the staircase. There is a
passage at the top of a dome behind you.

Rough stone steps lead up the dome.

>d

You are in the hall of the mountain king, with passages off in all

directions.
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ASCII

Der HxOct Char Dec Hx Oct Html Chr  [Dec Hx Oct Himl Chr| Dec Hx Oct Himl Chr
0 0 000 NUL frmall) 32 20 040 &#32; Space| 64 40 100 &«#64; B | 96 60 140 &#96;
1l 1 001 30H (start of heading) 33 21 041 &#33; ! A5 41 101 &#65; A 97 6l 141 «#937; &
2 2 002 53TX (start of text) 34 ZZ 042 «#34:; 7 6 42 102 «#6a; B 95 62 142 &#93; b
3 3 003 ETx (end of text) 35 23 043 &#35; # 67 43 103 «#a7; C 99 B3 143 «#99; C
4 4 00d EOT (end of transmission) 36 24 044 &#3a6; 5 65 44 104 «#658; D |100 64 144 &#100; d
S5 5 005 ENOQ (encuairy) 37 25 045 #3707 % 69 45 105 «#69; E (101 65 145 &#101: e
6 6 006 ACE [acknowledoge) 33 Z6 046 #3587 & 70 45 106 «#70; F |102 66 146 «#102; €
77 007 BEL (bell) 39 27 047 &#39; 71 47 107 &«#71; G (103 A7 147 &#103:; ¢
§ & 010 ES (backsapace) 40 28 050 &#40; | 72 45 110 «#72; H |104 65 150 «#104; h
9 9 011 TAE (horizontal tab) 41 29 051 &#4l: ) 73 49 111 «#73; I |105 69 151 &«#105; i
10 & 012 LF ([NL line feed, new line)| 42 zZ4 052 &#d2; * 74 4k 112 &#74; T |106 64 152 &#106; ]
11 B 013 VT (wertical tab) 43 2B 053 «#43: + 75 4B 113 &#75: K |107 6B 153 &#107: E
1z C 014 FF (NP form feed, new page)| 44 2C 054 &#d4d; | 76 4C 114 «#76; L |108 6C 154 &#108; 1
13 D 015 CE [(carriage retuirh) 45 zZD 055 &#4d5; - 77 4D 115 «#77; M |109 6D 155 &#109; n
14 E 0la 30 (shift out) 45 2E 056 &#4d6; . 78 4FE 116 «#78; N (110 6E 156 &#110; 11
15 F 017 3T (shift in) 47 2F 057 «#47: F 79 4F 117 &«#79: 0 (111 AF 157 &#111: o
16 10 0zZ0 DLE (data link escape) 45 30 060 «#45: 0 g0 50 120 «#30; P 112 70 le0 &«#l12: b
17 11 0Z1 DC1 (dewice control 1) 49 31 06l &#49:; 1 gl 51 121 =#81; 0 (113 71 161 &=#113: o
18 12 022 DCZ [(dewice control 2) B0 32 0gz2 «#50; 2 gz 52 1zZzz «#58Z; E |114 72 lgz &#114; t¢
19 13 023 DC3 (device control 3) £l 33 063 &#51; 3 83 53 123 «#83; 5 (115 73 163 &#115: =
20 14 024 DC4 (dewvice control 4) 52 34 0ad &#52; 4 g4 54 124 «#584; T |11 74 lad &#lla; ©
21 15 05 NALE [negatiwe acknowledoge) 83 35 065 &#53; 5 85 55 125 &#35; T [117 75 1a5 &#1l17: u
22 la 0Z6 5YN (synchronous idle) Ed 36 06f &#54; o g6 56 1Ze «#806; V (118 76 lea &#115; v
23 17 027 ETE (end of trans. block) E5 37 087 &#35: 7 g7 57 127 «#87; W (119 77 167 &#119; w
24 18 030 CAN [cancel) E6 35 070 &#56; 8 858 55 130 #8587 X (120 78 170 &#120; =
25 19 031 EM  (end of medium) 87 39 071 &#57: 9 89 59 131 &«#89; ¥ 121 79 171 &#l=1; ¥
26 14 032 SUE (substitute) B8 34 072 &#58; : a0 54 132 «#90; 2 (122 74 172 &#122; =
27 1B 033 ESC [escape) B9 3B 073 «#59: ; 01 5B 133 &#91; [ |123 7B 173 &#123; !
28 1C 034 F5  [(f£ile separator) G0 3C 074 «#60; < 92 5C 134 &#92; % [124 7C 174 «#l24d;
29 1D 035 33  [group Separator) Gl 30 075 &«#6l: = 03 5D 135 &#93; ] |125 7D 175 &#1Z25; 1}
30 1E 036 B3 (record separator) Gz 3E 076 &#60d; & a4 5E 136 «#94; ~ [1Z6 TE 176 &#l26) ~
31 1F 037 115 [{unit separator) 63 3F 077 &#63; 7 95 5F 137 «#95; _ |127 7F 177 «#127: DEL
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LOW BANDWIDTH,
EMBEDDED SYSTEM
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Funcﬁons window 8 X |
Function name Seam =~
(7] KeQuerySystemTime text
MNtQueryInformationFile et 0
NtQueryVolumelnformationFile text
7] NtReadFile text
[F] NtWriteFile text
7] NtWaitForSingleObjectEx text
[F] NtClose et 0
NtSetlnformationFile text 0
MtQueryFullAttributesFile et o
Lf | RtllmageXexHeaderField text
z NtFreeVirtualMemory text
[F] NtFlushBuffersFile text !
z NtAllocateVirtualMemory text
7] ExAllocatePool et o
KeBugCheckEx text
RtlCompareMemaoryUlong text
MNtQueryYirtualfMemory et 0
Lf | RtIRaiseException text
z MNtCreateEvent et o
[F] NtSetEvent tet
(7] MtClearEvent text
MNtDuplicateObject et 0
z NtResumeThread text
7] RtlUnicodeToMultiByteN text |
z NtCancelTimer text
(7] NtSetTimerEx text
z ExTerminateThread dtext i
z MNtCreateTimer text
7] RtMultiByteToUnicodeN text |
z RtlFreeAnsiString text
z RtlUnicodeStringToAnsiString text |
z RtlnitUnicodeString dext i _
P T '| )
Line 12221 of 12296
&, Graph overview g X
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—
m——
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b
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IDA View-A, IDA View-B

IDA View-A

b

-text:826B2AF8
-text:826B2AF8
-text:826B9AF8
-text:826B9AFS8
-text:826B2AF8
-text:826B2AF8
-text:826B2AF8
-text:826B9AFS8
-text:826B2AFC
-text:826B9BBA
-text:826B9BAY
-text:826B9BO8
-text:826B9BAC
-text:826B9B18
-text:826B9B14
-text:826B9B18
-text:826B9B18
-text:826B9B18
-text:826B9B18
-text:826B9B1C
-text:826B9B2A
-text:826B9B24
-text:826B9B28
-text:826B9B28
-text:826B9B28
-text:826B9B2C
-text:826B9B38
-text:826B9B34
-text:826B9B38
-text:826B9B3C
-text:826B2B4A
-text:826B9B4Y
-text:826B9B44
-text:826B9B4Y
-text:826B92B4B
-text:826B9B48
-text:826B9B48
-text:826B9B4C
-text:826B9BSA

-text:826B9B58
-text:826B9BSC
-text:826B9B6A
-text:826B9B6L
-text:826B9B6S
-text:826BYB6SE
-text:826B9B68
-text:826B9B6C
-text:826B9B70
-text:826B9B74
-text:826BOB78
-text:826B9B78
-text:826B9B78
-text:826B9B7C
-text:826B9B7C
-text:826B9B7C
-text:826B9BBA
-text:826B9BBA
-text:826B9BBA
-text:826B9BBA
-text:826B9BBA
-text:826B9BBA
-text:826B9BBA
-text:826B9BBA
-text:826B9BBA

b

LOW
OR ANALYSIS

Xports

sub_826B9AF8:

.set var_38, -8x38

sub_826BBFER

# End of function sub_826B9B88

[ |-Lext 82392000y, » x| I Structures B
sub_826B9AF8: # CODE XREF: sub_: B2EAB+18Tp
# sub_826B2EDS+4T]
.set var_38, -8x38
mfspr  %ri12, LR
bl __saveqgprlr_29
stuwu %sp, -Bx80(%sp)
g %r29, %ry
cmpui cré, %3, -1
bne cr6, loc_B26B9B18
1i 11, 8
b loc_826B9B28
“ ___________________________________________________________________________
loc_826B9B18: # CODE XREF: sub_B26B9AF8+14Tj
rldicl %r1@8, %3, 0,32
addi %r11, %sp, Bx8B8+var_30
mulli  %Hr108, Zr18, -8x2718
std %10, Bx80+var_30({%sp)
loc_826B9B28: # CODE XREF: sub_826B9AF8+1CTj
m- rae, zri11
cmplwi cré, %11, @
bne cr6, loc_B26B9B44
stuw %11, Bx868+var_38+4({%sp)
lis %r11, -0z80888
addi %r3@8, %sp, Ox80+var_30
stuw %11, Bx80+var_308(%sp)
loc_826B9B44: # CODE XREF: sub_826B9AF8+38Tj
clrlwi %31, %29, 24
loc_826B9BAS: #t CODE XREF: sub_B826BPAF8+6C )]
m- %r5, %r3e # interval
mne rh, %29 # alertable
1i 3, 1 # waitHode
cmplwi cré, %31, 8
beq cr6, loc_B26BY9BGS
cmpui cr6, %3, Oz161
beq cr6, loc_B26B9B4B
loc_826B9BG8: # CODE XREF: sub_B26B9AF8+64Tj
cmpuwi cr6, %3, OzCO
1i %r3, OxCo
beq cr6, loc_B26B9BYS8
1i %r3, 8
loc_826B9B78: # CODE XREF: Suh_826399F8+?81j
addi %sp, %sp, Bx80
b _ restgprlr_29
# End of function sub_826B9AF8
#i =============== S UBROUTIMNE =======================================
# attributes: thunk
sub_826B9BRA: # CODE XREF: sub_826B2EE@+1CTp
# sub_82682F28:10c_826B2F78Tp

nfspr  %ri12, LR

bl __ savegprlr_29

stwu %sp, -0x80(%sp)

me 229, %rh

cmpwi cré, %r3d, -1

bne cr6, loc_B826B9B18

[
¥ ¥
") h[w = =
1i %11, B8
b loc_826B9B2B[ |loc_826B9B18:
“lrldicl %10, %r3, 6,32

addi 2rid,

%sp, Ox88+var_30

mulli %18, %r18, -0x2718
std %18, Bx88+var_38({%sp)
J
L ]
s
loc_826B9B28:
nr %r3e, 11
cmplwi  cré, %11, @
bne crb, loc_B26B9B4h
[
stu %11, Bx80+var_30+4{%sp)
lis %11, —-0=80088
addi %r38, %sp, Bx8B8+var_30
stu %11, Bx88+var_38(%sp)
[
loc_826B9BA44:
clrluwi %31, %29, 24
i€
s =
loc_B826B9Bu4S: # interval
me %5, %r3e
me rh, %r29 # alertable
1i w3, 1 # waitMode
bl KeDelayExecutionThread
cmplui cré, %r31, 8
bheq cré, loc_ 8r6B9368




SMALL DATA - MANY DEVICES

=BIGDATA b

http://printf.eu/wp-content/uploads/2015/12/big-data.jpg



lstruct fooll {

'}

char c;
struct fooll *p;
short x;

lstruct fooll {

'}

char c;

char padl[/]:
struct fooll *p;
short x;

char pad2[c];

lstruct fooll {

struct fooll *p;
short x:

char c:

char pad[-]:

JI,.l‘:':
JI,.l‘:':
JI,.l‘:':
JI,.l‘:':
JI,.-':':

JI,.-':':
JI,.-‘:':
JI,.-‘:':
JI,.-‘:':

o B 0D =] =

O I e A R o 8

EVERY BYTE
COUNTS

byte */

bytes
bytes
bytes
bytes

bytes
bytes
bytes
bytes

=/
=/
=/
*/

*/
=/
=/
=/
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WHAT MAKES HACKERS,
HACKERS?

http://www.allfc
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RESPECT
YOUR ELDERS,



RESPECT LEARN
FROM YOUR ELDERS,
THEY KNOW S@!T




WE ARE NOT
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CHECK THESE OUT

- http://www.catb.org/esr/fags/things-

every-hacker-once-knew/ ~ ,;Iracking-a oy
. The Cuckoo’s eqg, Clifford Stoll, 1989 | Througn
Highly recommended! the Maze U[

- "Things Every Hacker Once Knew” Computer
Espionage_

Eric S. Raymond

http://www.catb.org/esr/fags/things-every-hacker-
once-knew/

GLIFFORD
o T0LL

Questions? @barnhartguy, barnhart.qguy [at] gmail.com, http://productsecurity.info




SELF PROMOTION SLIDE

- We are hiring!
Haifa

- If you like reverse engineering,

- Like poking around embedded : t l '
systems, CPUs, Drones, Automotive l n e
Computers,

« Talk to me!

Questions? @barnhartguy, barnhart.quy [at] gmail.com, http://productsecurity.info
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ONE LAST THING

POWERED BY
BSIDESTLV CHALLENGE =~ cmeP

[ ¥ Tt to @it | Register to BSidesTLV 2017 here! bome scorsbosd signup login

Updates: We love your feedback!
Let us know what you think of these challenges, catch me around BSidesTLV 2017 (twitter: @bamhartguy)

All challenge winners announced now, Check if you won an access token!

Welcome to the challenge!

Lot The Games Begin...,.
wmmmmmv;-o Thac ! The includes 8 riddles that involve man of All riddles can be solved one - even be to the field- with some al Each riddle
: 17 king d:me e “"ym evber security. by any EILNers technological background.

m&g , with the highest scores will win
chance to meet modhnd's(:ybormrm'

.\nd. there's {First all will viP to “BSides TLV 1 d”, ‘under the radar’, VIP event, before BSidesTLV to the BSidesTLY
Uunmud?ﬁ‘kmmby hvhm nsl:mggmg wﬁhspeeﬂnw Mmpmnei"mwuwmw nm.w‘w Sy o e e e

The challenge is open to evervons and we would especially like to encourage ladies to participate!
Invite your friends: if you know someone who could be interestad, beconse thelr menter and play together! Top scores will earn special prizes, to be announced during BSidesTLY 2017,

Don't forget to register for BSidesTLV 28/6/2017, make sure you get access to the fullsession and after party : hitps:/ /wow bsidestlv com/ register).
Intel will contact qualifying participants who are interested in security career opportunities.
Each chollenge has @ score. with challenges more difficult than others. If pou don't succeed, try a different chailenge and réturn to try again later.

Questions? @barnhartguy, barnhart.quy [at] gmail.com, http://productsecurity.info
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YOU ARE NOT ALONE

SQL Injection [N 155
URL hacking [l 126
Reverse Engineering [N 120
Time-based side-channel analysis |GG 109
Cryptanalysis of manual cipher I 01
Protocol exploits [ 73
Weak passwords N 64
Steganography [N 55

Questions? @barnhartguy, barnhart.quy [at] gmail.com, http://productsecurity.info
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CREDITS!

Winners to be announced later today
Thank you for all your feedback! (really)

The website 1s written in Python 3.6, Flask and Dockerized
on EC2

Originally developed at Cisco (2012) by Jon, Michal, Harel, Ofer, Orit and Myself

Questions? @barnhartguy, barnhart.quy [at] gmail.com, http://productsecurity.info



